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Web ranjivosti rastu... (i bez zalijevanja! :-)
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Najčešće ranjivosti i izvori napada
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People & Identity:

Good Websites Hosting Bad Links
● Personal homepages (typically hosted by communication service company domains) account for 

approximately half of all the “trusted” domains hosting at least one malicious link
● As for domains hosting 10 or more malicious links, pornography accounts for nearly 28% and 

gambling accounts for more than 14%
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Sigurnost i preventiva

•Javna računala
Svjetski kriminalci
Danonoćno (24/7)

•Napadi
Pravo ne radi preko granice
Napadači DA :)

•Udaljenost nema razlike
Dobro, par milisekundi...

•Dostupni alati za hacking
Youtube.com
SecurityTube.Net

•...
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Par zabluda

•Aplikacija je prošla penetracijski test
 Automatskim alatom? 
S kojom razinom privilegija? 
Sa svim podacima?

•Bio nam je audit....
...sve OK!

•Imamo vatrozid na razini aplikacije
Ispravno implementiran?
Ispravno konfiguriran?

•Pregledali smo izvorni kod aplikacije
Automatskim alatom?
Ručno?
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Penetracijski test?

# primjer pseudo koda

if (action==doreport) {
If (userlevel==bla) {

If (usergroup==trans) {
If (timeofweek=='wednesday') {

system(userinput)
}

}
}

}

Osjetljivi dijelovi aplikacije
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Payment Card Industry(PCI) – Data Security Standard(DSS)



Copyright © IBM 2010.

Sigurnosna provjera koda

•Postupak pregledavanja koda s ciljem traženja 
ranjivosti
•Vrste
 Statička analiza

• Kod se pregledava, ali ne izvršava
Dinamička analiza

• Kod se izvršava
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Grep-based

•Traženje "problematičnih" funkcija
 Buffer overflow f()
System execute

•Traženje opasnih funkcija
System execute
Modify system configuration
File write
File read
...
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OWASP Top 10  - 2010

•Injection
•Cross Site Scripting (XSS)
•Broken Authentication and Session Management
•Insecure Direct Object References
•Cross Site Request Forgery (CSRF)
•Security misconfiguration
•Failure to Restrict URL Access
•Unvalidated Redirects and Forwards
•Insecure Cryptographic Storage
•Insufficient Transport Layer Protection 

http://www.owasp.org/index.php/Croatia
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Taint?

Aplikacija LDAP

OS

DBMS

Unos

a=GetInput()
system(a)
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Taint?

Aplikacija LDAP

OS

DBMS

Unos

a=GetInput()
a=validate(a)
system(a)
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Tijek podatka

IzvorIzvor

OdredišteOdredište

Aplikacija Aplikacija 

DatotekeDatoteke Web preglednikWeb preglednik DBDB

LDAPLDAP Web preglednikWeb preglednik Dat. sustavDat. sustavDBDB
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Taint checks?

• Ruby
  -T level
• Perl
 -t  (upozorenje)
 -T (blokiranje)
•Python?
 -t  
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Alati

•Jednostavni - Unix/Linux/Windows(Cygwin)
cat
less
more
grep
awk
sed
vi(m)
...
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Alati: open source

•Flawfinder
•Rats
•C code analysis (CCA)
•Graudit (grep)
•SWAAT (OWASP)
•Yasca
•FindBugs
•pylint
•...
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Alati: komercijalni

•Rational Appscan
Web based apps
JavaScript Static 

Analyzer (JSA) - 8.0
DOM based XSS

•Rational AppScan 
Source
ex. Ounce Labs
Web and GUI
Poluautomatski alat
Java, C/C++, 

PHP, ...

•Fortify (HP)
•Justcode
•Coverity
•Parasoft
•...

http://en.wikipedia.org/wiki/List_of_tools_for_static_code_analysis



Copyright © IBM 2010.

Services to help clients reduce cost, reduce risk and improve regulatory 
compliance by assessing the source code of applications to identify security 
vulnerabilities and provide recommendations for prioritization and resolution.

Application Source Code Security Assessment

Key Components

 

Solution Overview

Delivered by application security 
experts with development 
experience either remotely or 
onsite 

 In-depth assessment of 
application vulnerabilities that may 
jeopardize critical sensitive data 
that can only be found through 
source code analysis 

Detailed reporting provides 
recommendations for prioritizing & 
mitigating discovered risks

Map compliance with internal 
policies and industry regulations

Benefits

- Leverages industry leading product Rational 
AppScan Source Edition

- Helps reduce costs and risks by proactively 
identifying vulnerabilities earlier in the software 
development lifecycle

- Maximizes resources by prioritizing the most 
critical vulnerabilities for remediation

- Supports efforts to achieve and maintain 
compliance with government and industry 
regulations
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Application Source Code Security Assessment- Outline of Activities

Project Planning and 
Management

Our professional services leverage market 
leading assessment tools to help customers 

reduce costs and risks by identifying and 
eliminating security vulnerabilities during the 

software development lifecycle.

• Kick off project 
with Customer

• Review 
assessment 
process and 
required artifacts

•Develop schedule 
of activities

Project 
Initiation

Initial 
Source 

Code Build

Assessment 
Planning

Assessment 
& 

Documentati
on

Project Exit 
Work 

Session

• Gain 
understanding 
application 
design and 
programming

•Conduct 
interviews to 
understand key 
variables

•Conduct 
automated source 
code scan

•Create prioritized 
list of security 
mechanisms, 
functionality & 
vulnerabilities to 
be assessed

• Conduct source 
code assessment

• Validate findings

• Document areas 
of concern & 
recommendations 
for prioritization & 
remediation

• Review final 
report with 
customer

• Perform detailed 
walkthrough of 
each finding

• Discuss future 
opportunities

11 22 33 44 55
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Final Report - Score Card
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Final Report – Remediation Assistance

25 IBM Internal Use
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Final Report – Detailed Findings

26 IBM Internal Use
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Security Testing Technologies... 
Combination Delivers a Comprehensive Solution

Static Code Analysis = Whitebox 

Assessing the source code for 
security issues

Dynamic Analysis = Blackbox 

Performing security analysis of a 
compiled application

Total PotentialTotal Potential
Security IssuesSecurity Issues

DynamicDynamic
AnalysisAnalysis

StaticStatic
AnalysisAnalysis

Highest 
Accuracy
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Nekoliko preporuka

•Ako vodite programere
 Uključiti sigurnost u kompletan proces razvoja 

• Dizajn!

 Uključite testiranje u kompletan proces razvoja

•Ako ste programer
 Ne vjeruj

• Korisničkom unosu

 Radi provjeru
• Svakog ulaznog podatka u aplikaciju

 Razmišljaj kao napadač

•Ako ste naručitelj posla
 Uključite odgovornost za sigurnost u ugovor

• Odgovornost je naručitelja ili izvođača?

 Pitajte za implementirane sigurnosne zaštite 
• I Tražite ih! 
• Prihvatljiva zaštita

 Razvijte nefunkcionalne zahtjeve za aplikaciju
• Naravno, prvo funkcionalne ;)

•Testirajte aplikaciju
 Različiti oblici testiranja

• Penetracijski testovi, Pregled izvornog koda, ....
• ...
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Example
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Pitanja i odgovori

<vlatko.kosturjak@hr.ibm.com>
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